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Abstract. This article examines cybersecurity in data transmission systems
using physical process analysis and mathematical modeling. The influence of signal
attenuation, electromagnetic interference, signal-to-noise ratio, packet loss, and
transmission delay on the reliability of information systems is considered. A network
assessment approach based on statistical indicators and probabilistic models is
described. A composite cyber-risk index is proposed to support anomaly detection
through the combined analysis of physical parameters and network traffic
characteristics. The article outlines the principles of a mathematical approach that
integrates physical processes and network metrics to improve information security
monitoring.
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Introduction

The rapid development of information and communication technologies is
increasing the importance of data transmission systems within public administration,
industry, finance, transport, and law enforcement. Ensuring the confidentiality,
integrity, and availability of information within these systems is a key objective of
cybersecurity.

The process of data transmission depends not only on software algorithms but
also on physical principles. Factors such as the propagation of electrical signals,
electromagnetic interference, signal attenuation within communication channels,
and the specific characteristics of the transmission medium all influence the quality
of data exchange. Consequently, the mathematical modeling of physical processes
and the statistical analysis of network parameters are essential for enhancing
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cybersecurity.

Certain anomalous conditions within a network may arise from technical
malfunctions, natural interference, or system overload. In other instances, however,
such anomalies may be linked to cyberattacks. Distinguishing between these causes
requires the integrated examination of multiple parameters.

The objective of this research is to develop a method for detecting anomalous
conditions in data transmission systems and assessing cyber threats by utilizing
physical processes and mathematical modeling techniques. The research objectives
are as follows:

* to study the physical factors affecting the data transmission process;

 to mathematically represent signal quality and network performance metrics;

* to develop statistical criteria for identifying anomalous conditions;

» to formulate a comprehensive risk index based on physical and network
parameters;

+ todefine a method for evaluating the proposed model using experimental data.

Physical Foundations of Data Transmission Systems

In a data transmission system, information is conveyed via electrical,
electromagnetic, or optical signals. Signal quality depends on the transmission
medium, distance, frequency, noise level, and the technical specifications of the
equipment.

1. Signal-to-Noise Ratio

The signal-to-noise ratio is a key physical indicator of a communication
channel. It is defined by the following formula [1], [2]:

SNR = Ps
=5

Here: SNR is the ratio of signal power to noise power, P, is the useful signal
power, and P, is the noise power.
To express this ratio in decibels, the following formula is used:

P
SNR(dB) = 10 x loglOP—S
n
A decrease in the signal-to-noise ratio may indicate a degradation in

communication quality. However, this occurrence alone does not prove the existence
of a cyberattack. Therefore, signal parameters are analyzed in conjunction with other
network indicators[1].

2. Signal attenuation

In wireless communication systems, signal power may decrease as the
distance between the transmitter and the receiver increases. Under ideal free-space
conditions, signal losses are estimated using the following formula:
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Andf

Lps(dB) = 20 X loglo

where: L is the free-space signal loss (in dB), d is the distance between the
transmitter and the receiver (in meters), f is the signal frequency (in Hz), and c is the
speed of light (approximately) 3 - 10% m/s.

This formula describes propagation in an ideal free space. Under real-world
conditions, obstacles, reflections, and other factors must also be taken into account.

3. Channel Capacity

According to Shannon's theory, the theoretical capacity of an ideal noisy
channel is defined as follows:

C = B X log,(1+ SNR)

where: C is the theoretical channel capacity (bit/s), B is the channel bandwidth
(Hz), and SNR is the signal-to-noise power ratio.

This equation expresses the relationship between the physical characteristics
of a channel and its data transmission capability [1].

Mathematical Model of a Data Transmission System

Several parameters can be used to evaluate the state of a network. We

represent them using the following vector:

X(t) = {SNR(t), Poss(t), D(£),V(t), N(t)}
where:

SNR(t) — signal-to-noise ratio;

P, (t)— packet loss rate;

D(t) — average packet delay;

V(1) — volume of traffic transmitted per unit of time;

N(t) — number of connections within a specified time interval.

This vector allows for the assessment of the system state based on several
parameters.

1. Packet loss rate

If the number of transmitted packets is n and the number of lost packets is m,
the empirical packet loss rate is calculated as follows [3]:

m
Pioss= Y
where n > 0.
For example, if 20 out of 1,000 packets are lost:
P, —— = 0,02.
loss 1000

thus, the packet loss rate is 2 percent.

Packet loss may be related to connection quality, network load, or technical
malfunctions. In some cases, this metric serves as a basis for investigating security
incidents.
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2. Average Packet Delay
If the measured delay values for n packets are denoted as di, d, ..., dn, the
average delay is defined as follows:
di +d,+...+d,

Davg - n
Using summation notation:
n
<X
— X
avg n i
i=1

where i = 1, n.
An increase in delay may be attributed to network congestion, changes in
routing, or other factors.

Statistical detection of anomalous conditions
To identify unusual changes in the network, current indicators are compared
with values observed during normal operating conditions.
The standardized deviation is calculated as follows[]:
X—H
o

7 =

where o > 0.

Here: x is the current observed value, p is the mean value under normal
conditions, o is the standard deviation, and z is the standardized deviation.

If the condition |z| > T is met, the observed value is considered to fall
outside a defined statistical threshold. Here, 7 is a pre-selected threshold value.

For example, if T = 3is chosen, values lying beyond three standard
deviations in data that approximates a normal distribution may be flagged for further
investigation. It should be noted that a statistical deviation does not directly confirm
a cyberattack; it merely helps to identify an anomalous state within the system.

Developing a Composite Cyber-Risk Index

A composite risk index can be used to evaluate physical and network
indicators collectively.

First, a normalized risk score is determined for each parameter[5]:

0, z;
Y

This formula applies to indicators where an increase in value signifies an
escalation in risk. For indicators where a decrease in value signals a potential
problem such as the signal to noise ratio the deviation is calculated in the opposite
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direction. The composite index is defined as follows:
R=wiry + wynrp+...+wyr,or R = Z;Lle X 1
The weights must satisfy the following conditions:
w; =20, wi +wyt...+tw =1
where:

R is the composite risk index;
rj is the normalized score of an individual parameter;

w; is the weight of the corresponding parameter;

k is the number of parameters being considered.

If each value 7; falls between 0 and 1, the composite index will also fall within
this range.

An increase in the index value indicates greater deviations from the norm in
the observed indicators. However, to consider this index a calibrated estimate of the
probability of a cyberattack, it must be empirically validated against known events.

Integrating physical and mathematical models

Analyzing physical processes and network indicators together helps to
distinguish the potential causes of anomalous conditions.

For example, if the signal-to-noise ratio decreases while packet loss increases,
the possibility of a degradation in the quality of the physical connection is examined.
If, however, the signal quality remains stable while traffic volume and the number
of connections rise sharply, further investigation into network load or suspicious
activity is required.

The system dynamics can be expressed in a general form as follows [1,2]:

Xt+1)=FfX®),U®)+e@)

where: X(t) is the current state of the system; U(t) represents external
influences and parameters defining the operating mode; f is the function describing
the system dynamics; and &(t) is a random error.

Using the model, a forecast of the subsequent state is calculated and compared
against actual observations, determined by the following formula:

e(t) = X(t) — Xrorecast(t)

If the error exceeds standard limits, an unexpected change in the system state
may have occurred. The cause of this change is then investigated using additional
data.

Cybersecurity Assurance Algorithm

1. The proposed approach can be implemented through the following stages:

2. Data collection. Signal quality, packet loss, latency, and traffic volume are
recorded.

3. Data processing. Checks are performed for missing values, measurement
errors, and temporal inconsistencies.
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4. Defining the normal state. Statistical indicators are calculated for the
network’s standard operating mode.

5. Anomaly detection. Current indicators are compared against the model of
the normal state. Calculating the risk index. Parameters are combined using a
weighted sum.

6. Verifying results. Suspicious instances are cross-referenced with network
logs and security records.

7. Selecting protective measures. Appropriate security measures are
implemented based on the type of confirmed incident.

This algorithm can help improve network monitoring. Its effectiveness should
be evaluated using data from real-world scenarios or controlled experiments.

Evaluating model performance

To validate the proposed model, a dataset comprising both normal and
anomalous network states is compiled. The model's outputs are then compared
against pre-identified incidents[7].

Accuracy indicator:

p o TP
recision = TP ¥ FP
Completeness indicator:
R Il = P
= TP Y EN
F1-criterion:
Precision X Recall
F1=2X —
Precision + Recall
Here:

TP — correctly identified anomalous conditions;

FP — incorrectly identified anomalous conditions;

FN — unidentified (missed) anomalous conditions.

These metrics allow for the evaluation of the model's ability to detect
anomalous conditions. Furthermore, it is advisable to consider the rate of false
alarms, detection time, and computational costs. It is not possible to provide specific
percentages regarding the model's accuracy or efficiency until experimental results
are obtained.

Integrating physical processes with mathematical modeling expands the
capabilities for analyzing security incidents in data transmission systems. This
approach enables the consideration of the relationship between the physical state of
the communication channel and network activity.

However, when applying the model in practice, factors such as differences in
communication technologies, the variability of network traffic, and the reliability of
measurements must be taken into account. Additional diagnostics are required to
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distinguish deviations caused by physical noise or technical malfunctions from signs
of a cyberattack.

Therefore, it is appropriate to use the composite risk index not as an
independent diagnostic tool, but rather as a monitoring instrument that helps isolate
suspicious events for further, in-depth investigation. Conclusion

This article examined the issue of ensuring cybersecurity in data transmission
systems based on physical processes and mathematical modeling. Methods for
analyzing physical indicators such as the signal-to-noise ratio, signal attenuation,
and channel bandwidthn as well as network parameters such as packet loss, latency,
and traffic volume were discussed.

An approach for developing a comprehensive cybersecurity risk index by
integrating physical and network indicators was proposed. This approach can be
utilized to identify deviations from the norm within a system and to isolate instances
that require further investigation.

Future work may involve implementing the model using the Python
programming environment, conducting controlled experiments, and evaluating the
results through statistical criteria. Such efforts will contribute to the advancement of
scientific connections between the modeling of physical processes, applied
mathematics, and cybersecurity.
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